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That is a 
“Business Email Compromise” 

Attack



Let’s Spot
The Fakes!

(with remote working, business email compromise attacks 
are more likely)









typos

No spacing

“Private Mail 
Box” gives 
you a street 
address so 
you don’t 
use a PO Box

They don’t 
love me that 
much





Urgency is a hallmark 
of a scam









Click for full article

https://www.fbi.gov/image-repository/business-email-compromise-timeline-022717.jpg


Don’t respond to 
unknown 
numbers or 
texts…



Final note: watch out for emails which looks like discussions



Ways To Get
Hacked #2

(let’s talk about that wifi you’re connected to…)





WiFi Pineapple

(Man In The Middle 
Attack)











Your device 
is looking 
for familiar 
WiFi











SOLUTION:
Virtual Private Network

(VPN)













PART III
Recent Cases



Business
Email Compromise

Cases





Email came from legit address!

What are the warning signs?

How avoid the risk?



Real Estate Transaction Case

Are these warnings in the 
signature block good enough??



Sales K 
signed

1/13 2/20

Thieves
contact
[plaintiff]

2/21

Pltiff
sends 
wire

2/28

Fraud discovered

[Plaintiff] Timeline

2/29

Reports 
to police

1/16 1/26 2/13 2/23



Sales K 
signed

1/13 2/20

Thieves
contact
[plaintiff]

2/21

Pltiff
sends 
wire

2/28

Fraud discovered

[Plaintiff] Timeline

2/29

Reports 
to police

1/16 1/26 2/13 2/23

• Specific warning
• In body of email











defendant@email.com



plaintiff@email.com





Thieves Fool Plaintiff  into Sending Wire



Hours Later Via SMS, Plaintiff  TELLS Realtor!

Plaintiff Realtor



How Did Realtor Miss It?

PlaintiffRealtor Realtor



And ultimately… (a week later)



And ultimately… (a week later)



And ultimately… (a week later)



And ultimately… (a week later)



And ultimately… (a week later)



And ultimately… (a week later)



And ultimately… (a week later)



Not Just Liability:
Bar Discipline!







Link to article

https://www.floridabar.org/the-florida-bar-news/cybersecurity-lawyers-need-a-back-up-plan-for-thier-backup-plan/


Link to article

https://www.floridabar.org/the-florida-bar-news/cybersecurity-lawyers-need-a-back-up-plan-for-thier-backup-plan/


Quick Side Trip to
The Dark Web





• “Regular internet”
• Clear web
• Clear net



• Deep Web

• SE do not index

• Really big!

• If you log into 
acct, it’s likely 
DW

• “Regular internet”
• Clear web
• Clear net



• Deep Web

• SE do not index

• Really big!

• If you log into 
acct, it’s likely 
DW

• Dark Web
• “Overlay Network”
• Not illegal to access
• Requires Tor

• “Regular internet”
• Clear web
• Clear net



www.TorProject.org



Tor looks like a regular browser



TOR acts like a regular browser
(it just can see .onion sites too)

you

Website 
(regular 
website OR
.onion site 
which is 
overlayed on 
top of the 
regular 
internet

… and it is anonymized
(your ISP sees your on Tor, that’s it)

These “relays” 
anonymize 
your traffic



OK, I’m on Tor.  Now what?



A lot of the DW involves marketplaces



DRUGS



More Drugs…



Even More Drugs…



Fake Florida Driver’s Licenses



Fake COVID Vaccine Cards



Ivermectin



Credit, Gift, Debit Cards



Your Information



How The Hackers
Find and Fool You

Dark Web →

You ↓



Hackers Search the Dark Web
For Released Databases of Hacked Emails



Your Employees Re-Use the Same 
Password…

Image Credit

https://computerone.com.au/reusing-old-passwords-spells-future-trouble/


Now Hackers Are in Your System
(think: ransomware, stolen data, $$, fool your clients)

Image Credit

https://whatismyipaddress.com/hacking-targets


Find a Victim’s Website



Find a Victim’s Website



Find a Victim’s Website



Find a Victim’s Website



Let’s Find Everyone’s Email Addresses



Let’s Gather Everyone’s Email Addresses



Send the Phishing Email… See who bites!



Protect
You & Your Practice



HaveIBeenPwned.com
(maybe dumb name… but sign up)



Gmail Searches for Your Hacked Accts

Using Chrome, log into 
your Gmail account

Hit “…” in upper right

Go to Settings 



Train (and Warn) Your Employees



Send Your Own“Fake” Emails… See who bites!



Tell Clients in Your Engagement Letter



Tell Clients in Your Engagement Letter



Stay Safe #1

• Unsecured WiFi (while traveling) – hackers can access all your transmitted info
SOLUTION: VPN (free to employees?)

• Phishing/BEC (easier when we’re remote) – hackers fool people into giving out info
SOLUTION: train employees to spot fakes

test them
attorneys… don’t answer “cold” emails
don’t go to bad sites
anti-malware



Stay Safe #2

• Data Breaches (not your fault) – until you or your employees re-use passwords
SOLUTION: don’t re-use passwords

training
MFA
sign up for HIBP (all employees)
password managers 
e-retention policies

• Data Breaches (your system) 
SOLUTION: MFA

Anti-malware
Backups
IT to limit incoming IP addresses (monitor traffic)
Don’t give admin level access
E-retention policies
Routine searches for your info on dark web



Further
Reading

InternetLawCommentary.com



Click for full article

https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2019/04/2019-PC-Privacy-Quiz.pdf


Article

https://www.mcdonaldhopkins.com/Insights/November-2020/Christopher-B-Hopkins-published-by-American-Bar-As


Article

https://www.mcdonaldhopkins.com/Insights/September-2016/Dont-connect-your-phone-to-rental-cars


Click for full article

https://internetlawcommentary.com/2020/03/24/webinar-employers-employees-working-from-home-cybersecurity/
https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2020/03/2020-iOS-13-Privacy.pdf
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