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PART I
What is the
Dark Web?





• “Regular internet”
• Clear web
• Clear net



• Deep Web

• SE do not index

• Really big!

• If you log into 
acct, it’s likely 
DW

• “Regular internet”
• Clear web
• Clear net



• Deep Web

• SE do not index

• Really big!

• If you log into 
acct, it’s likely 
DW

• Dark Web
• “Overlay Network”
• Not illegal to access
• Requires Tor

• “Regular internet”
• Clear web
• Clear net



PART II
Let’s Go to the

Dark Web



www.TorProject.org



Tor looks like a regular browser



TOR acts like a regular browser
(it just can see .onion sites too)

you

Website 
(regular 
website OR
.onion site 
which is 
overlayed on 
top of the 
regular 
internet

… and it is anonymized
(your ISP sees your on Tor, that’s it)

These “relays” 
anonymize 
your traffic



OK, I’m on Tor.  Now what?



“Safest” Setting on Tor

Inside Tor settings, 
go here



OK, I’m on Tor.  Now what?



NYT



CIA



Anonymous Conversations
(mostly “noobs” and scams)



A lot of the DW involves marketplaces



DRUGS



More Drugs…



Even More Drugs…



Fake Florida Driver’s Licenses



Fake COVID Vaccine Cards



Ivermectin



Credit, Gift, Debit Cards



Your Information



PART III
Three Ways to Get 

Hacked



Phishing
Spear Phishing



• Broad range of 
tricks based upon 
relationships

• Ask you to use firm 
credit card

• Password
• Transfer funds















Let’s Spot
The Fakes!

(with remote working, these scams are more likely to work)









typos

No spacing

“Private Mail 
Box” gives 
you a street 
address so 
you don’t 
use a PO Box

They don’t 
love me that 
much













This one was good…

Hit “reply” and make 
sure you look at the 
address!





Urgency is a hallmark 
of a scam





Don’t respond to 
unknown 
numbers or 
texts…











Even Well-Protected
People Get Hacked

(hint: you don’t need to be famous to be hacked)









Ways To Get
Hacked #2

(let’s talk about that wifi you’re connected to…)





WiFi Pineapple

(Man In The Middle 
Attack)











Your device 
is looking 
for familiar 
WiFi











Ways To Get
Hacked #3

(let’s talk about that wifi you’re connected to…)



Data Breach!



Not Just Liability:
ETHICS







SOLUTION #1:
Virtual Private Network

(VPN)















SOLUTION #2:
Outsmart the 

Business Email Compromise



Here’s How the
Hackers Are Finding You



Find a Victim’s Website



A Website Tells A Lot!



Let’s Gather Everyone’s Email Addresses



Let’s Gather Everyone’s Email Addresses



Send the Phishing Email… See who bites!



Here’s How the
Dark Web Makes it Worse



Other Hackers Search the Dark Web
For Released Databases of Hacked Emails

(remember all those data breaches?)



Your Employees Re-Use the Same 
Password…

Image Credit

https://computerone.com.au/reusing-old-passwords-spells-future-trouble/


Now Hackers Are in Your System
(think: ransomware, stolen data, $$, fool your clients)

Image Credit

https://whatismyipaddress.com/hacking-targets


Protect
You & Your Firm



HaveIBeenPwned.com
(maybe dumb name… but sign up)



Gmail Searches for Your Hacked Accts

Using Chrome, log into 
your Gmail account

Hit “…” in upper right

Go to Settings 



Train (and Warn) Your Employees



Send “Fake” Emails… See who bites!



Tell Clients in Your Engagement Letter



Tell Clients in Your Engagement Letter



Stay Safe #1

• Unsecured WiFi (while traveling) – hackers can access all your transmitted info
SOLUTION: VPN (free to employees?)

• Phishing/BEC (easier when we’re remote) – hackers fool people into giving out info
SOLUTION: train employees to spot fakes

test them
attorneys… don’t answer “cold” emails
don’t go to bad sites
anti-malware



Stay Safe #2

• Data Breaches (not your fault) – until you or your employees re-use passwords
SOLUTION: don’t re-use passwords

training
MFA
sign up for HIBP (all employees)
password managers 
e-retention policies

• Data Breaches (your system) 
SOLUTION: MFA

Anti-malware
Backups
IT to limit incoming IP addresses (monitor traffic)
Don’t give admin level access
E-retention policies
Routine searches for your info on dark web



Protect Your
Social Media Profiles



Protect Your Accounts & Profiles – Tik Tok

• Make Your Account Private
• Settings / Privacy and Safety / Discoverability
• Turn on “private account”

• Don’t Be “Suggested”
• Settings / Privacy and Safety / Discoverability
• Turn off “suggest your account to others”

• Don’t Interact
• Settings / Privacy
• Turn off “allow your videos to be downloaded”
• Turn off “send you messages” and “Duet”

Credit: Naked Security

https://nakedsecurity.sophos.com/2021/03/04/using-tiktok-check-out-these-six-security-tips/


Protect Your Accounts & Profiles – Facebook

• What Apps have access?
• Apps and Websites page, view Active apps

• Privacy section
• Go through each setting

• Limit Past Posts
• Privacy / Limit the audience for posts you’ve shared

• Then click “limit last posts”

• Who Has Been Logging in?
• Security and Login page / Where You’ve Logged In
• This will tell you what devices logged in and ability to 

delete all posts

Credit: CNET

https://www.cnet.com/how-to/6-facebook-privacy-settings-you-need-to-check-right-now/


Protect Your Accounts & Profiles – Instagram

• Location
• Settings / Privacy / Location Services / Instagram / never

• Posts Only Shared With Friends
• Profile (bottom right) / three lines upper right /

Settings / Privacy / Private Account - on

• Disconnect Apps
• Same steps / Settings / Security / Apps and Websites / Active

• Opt Out of Personal Ads
• Settings / Ads / Data About Your Activity from Partners - off

Credit: Consumer Reports

https://www.consumerreports.org/privacy/instagram-privacy-settings/


Protect Your Accounts & Profiles – Twitter

• Location
• Three lines upper left / Settings and Privacy / Privacy and Safety

Precise location - disabled

• No Birthdate
• Three lines / profile pic / Edit Profile / delete bday

• Opt Out of Personal Ads
• Three lines upper left / Settings and Privacy / Privacy and Safety

Personalization and data - off

Credit: CNET

https://www.cnet.com/how-to/if-you-have-a-twitter-account-change-these-privacy-settings-now/


Protect Your Accounts & Profiles – LinkedIn

• Personal Data
• Profile pic upper left / Settings / Data Privacy

Manage Your Data and Activity 
(see what LI has been doing w your info)

• Advertising Data
• Settings / Advertising data / Location – off
• … Data Collected by LI – (make your choices)
• … Third Party Data – turn off all four

• Visability
• Settings / Visibility / Profile viewing options

Credit: Avira

https://www.avira.com/en/blog/4-tips-linkedin-account-security


Finally… be careful what else is in your photo



Some
Handouts



Click for full article

https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2019/04/2019-PC-Privacy-Quiz.pdf


Article

https://www.mcdonaldhopkins.com/Insights/November-2020/Christopher-B-Hopkins-published-by-American-Bar-As


Article

https://www.mcdonaldhopkins.com/Insights/September-2016/Dont-connect-your-phone-to-rental-cars


Click for full article

https://internetlawcommentary.com/2020/03/24/webinar-employers-employees-working-from-home-cybersecurity/
https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2020/03/2020-iOS-13-Privacy.pdf
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