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These “relays”
anonymize
your traffic
















































PART Il



HOW TO GET HACKED &1

Phishing



SOCIAL ENGINEERING ATTACK
OR
BUSINESS EMAIL COMPROMISE

* Broad range of
tricks based upon
relationships





















SECTION 3

Let’s Spot
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Fven Well-Protected












Ways To Get






WiFI Pineapple






























Ways To Get



Wearable Fitness Trackers the Target of a Data Breach

& In Compliance © September 22, 2021

’:('p_l('mkwr 72021 Litigation Data Privacy

Financial institutions clear
hurdle in Sonic data breach
case
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SOLUTION #1:





















SOLUTION #2:



Here's How the


















Here's How the








https://computerone.com.au/reusing-old-passwords-spells-future-trouble/



https://whatismyipaddress.com/hacking-targets

Protect









17.Mandatory Avoidance of Email, Business Compromise, and Other Scams. |
am aware that it is my duty, during my employment for [l to avoid email,
business compromise scams, and other scams or tricks, including but not limited
to internet hacks, viruses, malware, and phishing scams. Within the scope of my
employment, | will carefully read and consider emails, attachments, documents,
and hyperlinks before opening, clicking, and engaging. If | have questions, | am
to ask first. If | suspect there is or was any sort of intrusion or risk of intrusion, |
am to immediately report it to [l | acknowledge and agree that opening,
clicking, and engaging with fraudulent emails, attachments, documents, and
hyperlinks (or failing to report the same) can be cause for termination.













SOLUTION: VPN (free to employees?)

SOLUTION: train employees to spot fakes
fest them
afforneys... don’t answer “cold” emails

don’t go to bad sifes
anti-malware



SOLUTION: don’t re-use passwords
training
MFA
sign up for HIBP (all employees)
password managers
e-retention policies

SOLUTION: MFA
Anti-malware
Backups
IT to limit incoming IP addresses (monitor fraffic)
Don’t give admin level access
E-refention policies
Routine searches for your info on dark web



Protect Your



Tik Tok

e Make Your Account Private

« Don’'t Be “Suggested”

e Don'tInteract

Naked Securit


https://nakedsecurity.sophos.com/2021/03/04/using-tiktok-check-out-these-six-security-tips/

What Apps have accesse

Privacy section

Limit Past Posfts

Who Has Been Logging in¢

Facebook


https://www.cnet.com/how-to/6-facebook-privacy-settings-you-need-to-check-right-now/

Location

Posts Only Shared With Friends

Disconnect Apps

Opt Out of Personal Ads

Instagram

Consumer Reports


https://www.consumerreports.org/privacy/instagram-privacy-settings/

Twitter

e Location

« No Birthdate

e« Opt Out of Personal Ads


https://www.cnet.com/how-to/if-you-have-a-twitter-account-change-these-privacy-settings-now/

LinkedIn

 Personal Data

e Advertising Data

e Visability



https://www.avira.com/en/blog/4-tips-linkedin-account-security




Some





https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2019/04/2019-PC-Privacy-Quiz.pdf

Article


https://www.mcdonaldhopkins.com/Insights/November-2020/Christopher-B-Hopkins-published-by-American-Bar-As

Arficle


https://www.mcdonaldhopkins.com/Insights/September-2016/Dont-connect-your-phone-to-rental-cars

Click for full article


https://internetlawcommentary.com/2020/03/24/webinar-employers-employees-working-from-home-cybersecurity/
https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2020/03/2020-iOS-13-Privacy.pdf
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