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Christopher’s practice involves a wide range of emerging
technologies including cybersecurity, internet crimes, defamation,
privacy, policy drafting, and social media discovery.
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Opinion here


https://www-media.floridabar.org/uploads/2021/03/21-2-PAO.pdf
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https://www-media.floridabar.org/uploads/2021/03/21-2-PAO.pdf
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I.E.S.I.& e-Discovery T O p | C S

 Whatis ESI/ e-Discovery?

e How Do You Do This?

« What Are the Rules?

o Walk Me Through the Steps
e Recent ESI Cases

« Social Media Discovery

e Alexa & Zoom

o Articles / Handouts



ESI & e-Discovery

Why Does a Mediator Need To Know
=S| & e-Discovery?

Probably new to you

COST

Sanctions

Need for e-Discovery Mediators
NO case law on point (parties need help)

McDonald Hopkins
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What is ES| &
e-Discovery?
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£S| & e-Discovery

e [nformation created, modified, transmitted via
software and hardware. “Stuff on a computer

* Emails, IM/Texts, Word, Photos, Excel, Video...
e Hard drive — little "platter” in your PC or laptop
* Phone - solid state drive (SSD)

« Server — “serves” the “client” (your device).

e Cloud — server based somewhere else (vs local)
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McDonald Hopkins

Data about data / "meta’ (self-referential, conscious of self)

Descriptive, structure, administrative
Word doc — who created, modified, what changed?
Image — GPS, device, etc

Generally used to authenticate, time-stamp, or find
people who “touched” the data

This is why people want “native” format
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McDonald Hopkins

file that is maintained in its original format

Example: you created a document in WORD, but you e-
mailed it as a PDF. Which is the Native format?

Look for the step of converting to a “foreign” format

In production, ESI is often converted to PDF or TIFF
formats

Native preserves the original metadata
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Personal Storage Table

This is an example of (most common) ESI

Microsoft email and calendar files

Export all emails / calendar events into a file

Native format. Searchable. Has metadata
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£S| & e-Discovery

« Discovery of information in an electronic format (ESI)

e Federal Rules revised in 2006 EDRM

o |dentify.

e Preserve.

e (Collect.

e Review.

tronic Discovery Reference Model / © 2009 / v2.0 / edrm.net
 Produce
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£SI & e-Discovery

How Do We
Find ESI?
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Machine-learning technology which enables the
computer to “predict” how documents should be
classified based upon limited human input

“training set” — subset of documents used to train the
system

‘control set” — sample of documents used to test the
responsiveness of the predictive coding

‘vield” — e.g., 200,000 documents out of Tm match
criteria, yield is 20%

Saves money over “word search”
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Computer Assisted Review

Technology Assisted Review — software used to

compare and analyze documents (to find differences
or similarities).

Looking for patterns
Predictive coding is a type of CAR
‘Discussion threading” — links related documents

together, such as emails in a chronological string
(helps identify who was involved and when)
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Algorithm creates a unique value for each document

Digital fingerprint

Helps authenticate AND identify duplicates

Think “hashtag” in social media
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£SI & e-Discovery

Aka “de-duping”

Compare documents to remove
duplicates

Reduces review time

You use “hash” values to find/remove
duplicates!
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£S| & e-Discovery

e NIST has the National Software
Reference Library — list of known
computer applications

e To De-NIST means to identify
unimportant computer system files
and remove from your document
collection

o Getting rid of junk files

e ROT - redundant, obsolete, trivial
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£SI & e-Discovery

e Un-used portion of a disk/drive

e ~ “Unallocated space” — where file is
marked for deletion / over-writing but
IS not “gone” yet

e Sometimes hear the word “cache”

e Examples: Criminal case (porn) and to
find fraud (deleted documents)
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What Are The
Rules?
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£S| & e-Discovery

seo0e Effective September 1, 2012

Case Management Rule 1.200
* Court can make advanced ruling on admissibility; facilitate agreement on scope, form, limits
* Federal rule requires “‘meet & confer” FL only requires meeting in complex cases

Scope and Limits Rule 1.280

ESl is discoverable but with limits similar to Fed Rule 26

ESI “not reasonably accessible” is not discoverable absent good cause
Costs can be shifted

Proportionality and Reasonableness factors

Request for Production Rule 1.350
Requesting party can specify file format

Subpoenas Rule 1.410

Respondent may object to form or not reasonably accessible
Can be ordered for good cause

Costs can be shifted

Respondent must produce in ordinary or reasonably usable form
FRCP 45 has sanction for subpoenas which are burdensome

Sanctions Rule 1.380
No sanctions, absent exceptional circumstances, for failing to produce EHI as a result of “routine, good-
faith operation of an electronic information system.”
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£S| & e-Discovery
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Rule 1.280 & FRCP 26

Reasonably accessible?

Cost shifting

A mediator or special master may help
focus need & cost issues
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£S| & e-Discovery

Series of opinions in

Prior to 2006 federal amendments

Issued by Judge Scheindlin (now retired)

/-factor test for cost shifting based upon
accessibility (harder it is, more likely to get
shifted to requesting party)

Case is famous because:
Scope of duty to preserve ESI
Lawyer’s duty to monitor client’s litigation hold
Knowing cost and effectiveness of recovery in
advance
Shifting costs to requesting party
Spoliation
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e Some judges are creating standard
orders setting out how to handle e-

Discovery
o ASK your parties if there is a judge- or

jurisdiction-specific ESI order... just as
you would ask if they are set for trial.

e Orif you can give them one.
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NOT a U.S. law but international
corporations are following.

Likely to become a standard

Helps data protection and privacy
since parties are getting rid of data

Requires a "data protection officer”

GDPR compliance likely means a party
has better organized data
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Walk Me
Through the Steps
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£S| & e-Discovery

l o [E PSS  BEFORE litigation or e-discovery,
e | companies should have a chart where
they store data

Slorage

CD/OVD

(Blackberry Treos)

Momary StickFlash Card B e Thisisan IT and LEGAL department
o issue

!p o TIP: ask your litigants if they have a data
Home Computer  Deleled i map.

Archived Files TL ymporary Files
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« Notice to (potential) opposing party to preserve
necessary evidence and information.

o Typically tells the other side to stop any sort of
auto-delete per the company’s deletion policy (e.q.,
think GDPR compliance).

e Could be a setup for spoliation claim.
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Notification sent by a company’s legal
team (typically) to employees and
other departments with instructions
not to delete or destroy documents

BEFORE there is a case

Can be in response to a Preservation
Demand or on its own

Thisis an INTERNAL process
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e Image (a drive): make an identical copy
of a drive, including its slack and
unallocated space.

« Image (a file): make a picture copy of a
file, such as PDF or TIFF.
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Litigants can / should learn from law enforcement how
to phrase their e-discovery requests
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which the
Government
sought from
Microsoft
(email account
provider)

McDonald Hopkins
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which the
Government
sought from
Microsoft
(email account
provider)

McDonald Hopkins
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Recent ESI
Cases
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Cases

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF ILLINOIS
WESTERN DIVISION

DR Distributors, LLC,
Plaintiff-Counterdefendant,
V. ) No. 12 CV 50324
) Honorable Iain D. Johnston
21 Century Smoking, Inc, and Brent )
Duke,
Defendants-Counterclaimants,

V.

CB Distributors, Ine., and Carlos

Bengoa,

Counterdefendants.

MEMORANDUM OPINION AND ORDER
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"Snakebit” — That's how former defense counsel described
this case.  But “snakebit” connotes the unfortunate
circumstances that befall unsuspecting victims. That didn't
happen here. Instead, through a series of missteps,
misdeeds, and misrepresentations, Defendants and former

defense counsel find themselves looking down the barrel of
a sanctions motion Howitzer.
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Recent ESI Cases

e Court asked if there were litigation holds

* No one told the court that none had been issued

e The parties had not discussed ESI| search terms

o Perfection is not the standard

e Don't need to be ESI experts

 All you had to do was Google search to find out the
difference between Yahoo Chats and Yahoo Mail and how
to save

e Client was not clear or "at worst... deceived his attorneys
into believing all the relevant electronic records were
stored on his hard drive.’
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Recent ESI Cases

INTERROGATORY

|dentify all social media websites or applications that you
used, participated on, posted photos, opinions, or statuses,
or otherwise had an account with/on at any point during or
after August 2015 and for each state your username,
account name, or any other identifier for your account.”
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Recent ESI Cases

e Plaintiff and counsel filed declarations that Snapchat

"does not retain user identity past 30 days.”

o Plaintiff produced a Snapchat download contained broken
links to 86 photos.

* A new production had 11 less links.

e Plaintiff had deleted them from his phone "to save space”
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e "The duty to preserve evidence certainly arises upon a
formal discovery request” (likely it's late)

« Often there's a (federal) court order requiring parties to
preserve ES|
e "The argument advanced by Plaintiff's counsel — that

Plaintiff did not intentionally destroy anything — is
meaningless in this context.”
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o Student #1 allegedly sends racist and homophobic
Facebook messages to student #2

o At scheduling conference, discuss need to preserve ES|

e Discovery for Facebook Messenger communications

o Student #2 had deleted his FB Account.

e FB messages can easily be faked.

 No metadata to prove authenticity
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Recent ESI Cases

e Dispute over iMessages on Defendant’s iPhone

o Plaintiff had sent proper discovery requests

e "Court wants to put an end to this discovery dispute and
finds that a forensic examination, with necessary
safeguards to protect Defendant’s privacy, is the best way
to accomplish the task.”

o " _the Court is concerned that Defendant’'s search of her
phone was inadequate.”
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Recent ESI Cases .
Protocol to Search Device

e Independent expert appointed by the Court shall mirror
the phone. Parties can agree or submit names of experts.

e Expertis an officer of the Court.

e Parties agree on search terms or submit a list and Court
decides.

e Expert searches the mirrored image for the search terms.

e Defendant reviews and gets a chance to object.

o Plaintiff pays.

e |f data recovered is something Defendant could have

oroduced, Court will consider charging cost.

o Expert shall sign affidavit of steps taken.
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Social Media Discovery

Social Media
Discovery
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Social Media Discovery

» Defendant sought phone and FB content

« NOT IN OPINION = FB implicated because
relatives later posted, “don't text and drive.”

e Arguably not a "social media” case but same
analysis. See also Restrepo v. Carrera, 3d DCA
(April 13, 2016).
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Social Media Discovery

e Photos only

e "there is no better portrayal of what an
individual's life was like than through those
photographs which the individual has chosen to
share through social media” (really?)

o " _all content on a Facebook page does not
necessarily have the inherent value of a user's
photo collection” (Hogwood v HCA Holdings)
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USE CURRENT VERSION OF

ZOOM

O


https://support.zoom.us/hc/en-us/articles/201362233-Where-Do-I-Download-The-Latest-Version-

*SECURELY* HOST A MEETING
ON ZOOM




*SECURELY* JOIN A MEETING ON

ZOOM

AUTO-MUTE YOUR AUDIO AS YOU ENTER
MEETING

(SETTINGS/VIDEO/MEETINGS/TURN OFF MY VIDEQ WHEN JOINNG]
AUTO-MUTE YOUR VIDEO A

MEETING

(SETTINGS/AUDIO/ MY MY MICROPHONE WHEN JOINING|

(TURN OFF NOTIFICATIONS; CLOSE TABS; MESSY DESKTOP)

ARE YOU BEING RECORDED?






OF ALL YOUR DEVICES... ALEXA IS YOUR CONCERN??

> SET UP DELETE BY VOICE
7> WHAT DID SHE HEAR® (“Ausa . 1at me whiar vou HeaRn®™ “Ausa, iy o

YOU DO THATE"}
> DELETE OLD RECORDINGS 5 0r 1 monms)
> UNPLUG OR COVER IT
> WHERE'S YOUR PHONE, PC MIC, TABLET, ETC¢%

> SELL T2 FIRST DE-REGISTER & FACTORY RESET

LOVE ZOOM BUT FEAR ALEXA? UP UNTIL MARCH 27, 2020, ZOOM WAS SENDING
YOUR DATA TO FACEBOOKI



https://www.cnet.com/how-to/8-ways-to-protect-your-amazon-echo-privacy-while-working-from-home/
https://mcdonaldhopkins.com/Insights/April-2020/Privacy-settings-for-Zoom-Video-and-Alexa

Some



Arficle


https://secureservercdn.net/198.71.233.181/d7f.2f7.myftpupload.com/wp-content/uploads/2020/05/2020-Zoom-Alexa-PBCBA.pdf

Article


https://www.mcdonaldhopkins.com/Insights/November-2020/Christopher-B-Hopkins-published-by-American-Bar-As



https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2019/04/2019-PC-Privacy-Quiz.pdf



https://internetlawcommentary.com/2020/03/24/webinar-employers-employees-working-from-home-cybersecurity/
https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2020/03/2020-iOS-13-Privacy.pdf

CHRISTOPHER B. HOPKINS

CHOPKINS @ MCDONALDHOPKINS.COM

(QCbhOHkinS www.linkedin.com/in/cbhopkins/

InternetLawCommentary.com



https://twitter.com/cbhopkins
https://mcdonaldhopkins.com/Team/Attorney/c/Christopher-Hopkins
http://www.linkedin.com/in/cbhopkins/
https://internetlawcommentary.com/
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