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1. Questions for the Panel
Lessons from the Pandemic



What technology and ethics-related 
policy has your firm initiated since 

COVID? 

How well has it worked?



What real-life challenges exist in 
supervising associates and staff 

remotely and how have you ethically 
addressed?



Model Rule 1.1 requires that lawyers know the 
“benefits and risks associated with relevant 

technology.” 

How?

Where are lawyers supposed to go to get hands-
on knowledge over all of their mobile devices, 

computers, social media platforms, and the 
dozens of apps and software we use?



What are the ethics issues regarding 
video platforms such as Zoom, Meet, 

Teams, and WebEx? 

How do you handle?



Should law firms include disclaimers 
in engagement letters about what 
technologies they use, what cloud 

providers they use, and the fact that 
they use regular email?

Is that ethical?

What should be included?



Electronic Communications & Storage: Like most businesses, the Firm communicates
with the Client primarily via unencrypted e-mail, phone, and, secondarily, by U.S. Mail or
overnight service. We also use IM/text, internet portal, FTP, WiFi, Zoom, video
conferencing, cloud storage, and other physical and/or Internet-based third party vendors
and services for communications and storage (unless you request otherwise). There is
always some risk of disclosure, hacking, intrusion, and loss of attorney-client privilege
when using these forms of communication and storage because of issues inherent to the
internet communications, storage, and third party vendors; no guarantee can be made
regarding the interception of data sent or stored on the internet or with third parties.
The Client agrees that, in advance, the Client will advise the Firm in writing if the nature
of any communication or storage require a higher degree of security.

Sample Clause for Attorney Engagement Letter – Improvements?



Does Alexa present a security (and therefore 
ethics) issue?



Do you use VPN while traveling and connecting 
to hotel and other public WiFi? 

Is this an ethics issue?



3. Steps You Can Use Now
Work Remotely Like a Pro



Pointers for Zoom Legal Proceedings
➢ Test microphone / camera 30 minutes before 

hearing (make sure Zoom is up to date)

➢ Neutral, professional background 

➢ Phone a friend: get comfortable w screensharing 
and pinning ahead of time

➢ Pre-Mark exhibits (PDF w tabs)

➢ Do not succumb to temptation of informality



Use Current Version of Zoom

➢ ss

Zoom’s Update Info Page

https://support.zoom.us/hc/en-us/articles/201362233-Where-Do-I-Download-The-Latest-Version-


*Securely* HOST a Meeting on Zoom

➢ Require a Passcode (on invite; but people can circulate)

➢ Waiting Rooms (Security / Enable Waiting Room)

(best prevention; difficult w lots of attendees)

➢ Lock Meetings On Start (Security / Lock Meeting)

➢ Limit Screensharing:
(Share Screen / One Participant at a time &/or Only Host)

➢ Kick Out! (Participants / “More” next to person / Remove)

Tricks article Password Steps

Zoom’s advice for party crashers

Christopher’s Article on Zoom Privacy

https://www.cnet.com/how-to/13-zoom-video-chat-tips-tricks-and-hidden-features/?ftag=CAD-04-10abf6e&bhid=23200856568046671428379296287953&mid=12764677
https://blink.ucsd.edu/technology/file-sharing/zoom/guide/private.html
https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/
https://mcdonaldhopkins.com/Insights/April-2020/Privacy-settings-for-Zoom-Video-and-Alexa


*Securely* JOIN a Meeting on Zoom

➢ Auto-Mute Your Audio as you Enter Meeting
(Settings/Video/Meetings/Turn off my video when joining)

➢ Auto-Mute Your Video as you Enter Meeting
(Settings/Audio/My my microphone when joining)

➢ Use a Virtual Background

➢ Share Screen… carefully
(turn off notifications; close tabs; messy desktop)

➢ Are You Being Recorded? 



➢ Set Up Delete By Voice (in App, 3 lines / Settings / Alexa Privacy / 

Review Voice History / Enable Deletion by Voice – tell her what to delete)

➢ What Did She Hear? (“Alexa , tell me what you heard?” “Alexa, 

why did you do that?”)

➢ Delete Old Recordings (in App, 3 lines / Settings / Alexa Privacy / 

Manage Your Alexa Data / Auto Delete 3 or 18 months)

➢ Unplug or Cover it

➢ Where’s your phone, PC mic, tablet, etc?
Love Zoom but fear Alexa?  Up until  March 27, 2020, Zoom was 

sending your data to Facebook!

CNET article & image credit

Of All Your Devices… Alexa is Your Concern??

Christopher’s Article on Alexa Privacy

https://www.cnet.com/how-to/8-ways-to-protect-your-amazon-echo-privacy-while-working-from-home/
https://mcdonaldhopkins.com/Insights/April-2020/Privacy-settings-for-Zoom-Video-and-Alexa


Finally… Stay Healthy!
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