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1. Spearphishing Attack
Social Engineering Attack

➢ Broad range of tricks based upon relationships
➢ Ask me to use Firm credit card
➢ Password(s)
➢ Transfer funds
➢ Fake urgency



“
Send routine emails to remind employees 

to be wary of impersonations and fake 

emails

Or…

Send your own 

“fake” emails and see who clicks.



2. Phishing Emails
Business Email Compromise







How did thieves find out 
about this transaction?















Click for full article

https://www.fbi.gov/image-repository/business-email-compromise-timeline-022717.jpg


Protection from Phishing 
Scams While Working from 

Home



o Current versions of Windows or Mac OS at home
o Keep your system up to date
o Use Anti-Virus / Malware protection – even free 

versions
o Check email addresses carefully
o Use Multifactor authentication (MFA / 2FA) – this 

includes Gmail, Yahoo, & social media
o And…

EDUCATE YOUR EMPLOYEES
(create a policy!)



DO NOT WIRE OR SEND MONEY 
WITHOUT A VERBAL CONFIRMATION

BIG 
CONCEPT



VirusTotal.com

o COPY a suspicious link from any email

o PASTE into VirusTotal.com

o It will check security/validity of link

o FREE.  Owned by Google’s parent co.



3. Public Wi-Fi
How Your Data is Stolen at Hotels, Airports, etc.





Wi-Fi Pineapple

(Man-In-The-Middle Attack)











Your device 
is looking 
for familiar 
Wi-Fi









Hak5 & image credit

https://shop.hak5.org/


4. Virtual Private Network (VPN)
How to Use Public Wi-Fi Safely (and Easily)





o Don’t use public wi-fi
o Employees use a VPN
o Employers use a VPN
o Use Multifactor authentication (MFA / 2FA)

EDUCATE YOUR EMPLOYEES



How easy is VPN…?











PIA & image credit

CNET – Best VPN for 2020

https://www.privateinternetaccess.com/
https://www.cnet.com/news/best-vpn-services-2020-directory/




5. Steps You Can Use Now
Work Remotely Like a Pro



DON’T BE A “COVIDIOT”
(we say this fondly and with humor)

3/26/20 FBI Flash

Bleeping Computer article

https://www.bleepingcomputer.com/news/security/fbi-hackers-sending-malicious-usb-drives-and-teddy-bears-via-usps/


DON’T BE A “COVIDIOT”
(we say this fondly and with humor)



POLICY CONSIDERATIONS

o Does your engagement letter give notice of client data use, your 
storage practices, and what cloud and third parties your Firm uses?

o Do your employees connect via VPN?

o Do you have a data map?

o Ask IT: do we have firewalls, end-to-end encryption, data separation?

o Do not save Firm and client information locally

o What’s happening with paper printed at home?

o Stop using free USBs 

o Have a policy (find one on internet, ask a colleague, call me)



o Forms to extend deadlines due to COVID-19

o Coronavirus and Force Majeure Checklist

o Force Majeure Clause Drafting & Proposed Clauses

o Excuses for Non-Performance

o Anticipatory Repudiation & Adequate Assurance of Future Performance

o Termination and Cancelation Rights & Notices

o Releases, Change Orders, Letters

o L&E Content – e.g., Telecommuting Policy

LexisNexis Coronavirus Resource Kit

https://www.lexisnexis.com/en-us/products/lexis-practice-advisor/coronavirus-resources.page


*Securely* Use ZOOM Like a Pro
➢ Require a password (zoom-bombing)

➢ Mute audio/camera as you enter meeting
(under Settings/Audio/Mute… and Settings/Video/Turn off…)

➢ Spacebar & Alt-A for mute

➢ Use a Virtual Background

➢ Limit Screensharing:
(hit “…” / Meetings Settings / turn off Allow Participants to Share)

➢ Lock Meetings

➢ Kick Out! (Manage Participants / “More” next to person / Remove)

➢ Alternatives: FaceTime, Skype, Teams (365), WhatsApp, FB, HouseParty

Tricks article Password Steps

Zoom’s advice for party crashers

Christopher’s Article on Zoom Privacy

https://www.cnet.com/how-to/13-zoom-video-chat-tips-tricks-and-hidden-features/?ftag=CAD-04-10abf6e&bhid=23200856568046671428379296287953&mid=12764677
https://blink.ucsd.edu/technology/file-sharing/zoom/guide/private.html
https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/
https://mcdonaldhopkins.com/Insights/April-2020/Privacy-settings-for-Zoom-Video-and-Alexa


➢ Set Up Delete By Voice (in App, 3 lines / Settings / Alexa Privacy / 

Review Voice History / Enable Deletion by Voice – tell her what to delete)

➢ What Did She Hear? (“Alexa , tell me what you heard?” “Alexa, 

why did you do that?”)

➢ Delete Old Recordings (in App, 3 lines / Settings / Alexa Privacy / 

Manage Your Alexa Data / Auto Delete 3 or 18 months)

➢ Unplug or Cover it

➢ Where’s your phone, PC mic, tablet, etc?
Love Zoom but fear Alexa?  Up until  March 27, 2020, Zoom was 

sending your data to Facebook!

CNET article & image credit

Of All Your Devices… Alexa is Your Concern??

Christopher’s Article on Alexa Privacy

https://www.cnet.com/how-to/8-ways-to-protect-your-amazon-echo-privacy-while-working-from-home/
https://mcdonaldhopkins.com/Insights/April-2020/Privacy-settings-for-Zoom-Video-and-Alexa


Click for full article

https://internetlawcommentary.com/2020/03/24/webinar-employers-employees-working-from-home-cybersecurity/
https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2020/03/2020-iOS-13-Privacy.pdf


Click for full article

https://secureservercdn.net/198.71.233.184/d7f.2f7.myftpupload.com/wp-content/uploads/2019/04/2019-PC-Privacy-Quiz.pdf


Finally… Stay Healthy!

Click for Full Article

https://www.marketwatch.com/story/free-workouts-from-peloton-nike-and-others-to-help-you-stay-active-during-your-quarantine-2020-03-27
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