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Spearphising Attack
• Broad range of tricks 

based upon 
relationships

• Ask me to use firm 
credit card

• Password
• Transfer funds
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Remind employees to be wary 
of impersonations and fake 

emails
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• Use Password protections 
• Use Multifactor authentication 

(MFA / 2FA)
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Phishing Emails
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How did thieves find out 
about this transaction?
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Protection from Phishing 
Scams While Working from 

Home
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• Use current versions of Windows or Mac OS at home
• Keep your system up to date
• Use Anti-Virus / Malware protection
• Check email addresses carefully
• Use Multifactor authentication (MFA / 2FA)
• NOBODY WRITES CHECKS OR SENDS MONEY 

WITHOUT VERBAL CONFIRMATION

EDUCATE YOUR EMPLOYEES
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VirusTotal.com

• COPY a suspicious link from any email
• PASTE into VirusTotal.com
• It will check security/validity of link
• FREE.  Owned by Google’s parent co.
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Public Wi-Fi
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Wi-Fi Pineapple

(Man-In-The-Middle Attack)
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Your device 
is looking 
for familiar 
Wi-Fi
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SOLUTION:
Virtual Private Network

(VPN)
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• Don’t use public wi-fi
• Employees use a VPN
• Employers use a VPN
• Use Multifactor authentication (MFA / 2FA)

EDUCATE YOUR EMPLOYEES
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How easy is VPN…?
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Steps You Can Use NOW
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DON’T BE A “COVIDIOT”
(we say this fondly and with humor)
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EDUCATE YOUR EMPLOYEES
• Provide employees with basic security knowledge

• Protect using VPN

• Security protection tools (endpoint protection, firewalls, encryption, etc)

• Password protections & Multifactor authentication

• Encourage secure & approved cloud applications

• Backups

• Avoid or block USB usage

• Have an overall clear plan!
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FINALLY… Stay Healthy!



Social Media

@chamberofthepalmbeaches

@chamberupdate

Chamber of Commerce of the Palm Beaches 

@chamberupdate

#chamberpb


