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Social Engineering Attack

• Broad range of 

tricks based 

upon 

relationships

• Ask me to use 

firm credit card

• Password

• Transfer funds



1. What is a Data Breach

2. Ways To Get Hacked

3. Man in the Middle, VPN, Phishing, 2FA

4. Ransomware

5. U.S. Government’s Malware

6. Paul Manafort & PDF Redactions

7. Protecting You, Your Firm, Your Clients

TOPICS:



What is 

Data Breach?





Personally Identifiable Information PII
FIRST name + LAST name + 

Social, driver’s license, credit card number, banking info, 
DOB, email and user names, security questions/answers, 
and biometrics (anything that leads to $$$)

Protected Health Information PHI
Medical records, health status, provision of health 
care, payment for health care

Money & Account Information
Account information.  Ransomware.

What are Hackers

Trying to Steal?

PII

PHI

$$



Ways To Get

Hacked





WiFi Pineapple

(Man In The Middle 

Attack)











Your device 

is looking 

for familiar 

WiFi











Did you 

connect to 

the 

conference 

wifi?



SURVEY #1

1. I connected to the wifi

2. I have not connected to 

the wifi

3. I did not connect to wifi

due to security concerns

4. I connected to wifi and 

used VPN



SOLUTION:

Virtual Private Network

(VPN)

















Phishing

Spear Phishing
(& other ways to be hacked)

SECTION 3























Ways to get HACKED









SURVEY #2

1. I know the name of the 

vendor which cleans our 

offices at night.

2. I have no idea.



HOW TO PROTECT YOURSELF

1. Check before you 

click

2. 2FA (or MFA)

3. Spam filter 

4. Webfilter

5. Training



SOLUTION:

Two / Multifactor 

Authentication

(2FA / MFA)







Ransomware













HOW TO PROTECT YOURSELF

1. Check before you 

click

2. 2FA (or MFA)

3. Spam filter 

4. Webfilter

5. Training



SURVEY #3
1. I would tell clients to pay 

ransomware.

2. I would call FBI but if they could 

not solve I would recommend 

the client pay.

3. I would NOT recommend that a 

client pay.

4. Our firm is full-service; we have 

(or would find) the ability to 

accept payment from the client, 

convert to bitcoin, and send to 

the hackers on behalf of the 

client.



U.S. Government’s

NIT Malware

SECTION 5





US v. Taylor - NIT Malware

On the Internet, websites can 

see your IP address.



US v. Taylor - NIT Malware

Not so when it comes to the “dark web”…



US v. Taylor - NIT Malware

Not so when it comes to the “dark web”…



US v. Taylor - NIT Malware

Not so when it comes to the “dark web”…



US v. Taylor - NIT Malware

Playpen website



US v. Taylor - NIT Malware

Playpen website



US v. Taylor - NIT Malware

Playpen website



US v. Taylor - NIT Malware



US v. Taylor - NIT Malware



US v. Taylor – NIT Malware

Warrant: 

Goal of NIT was to obtain 

information “of any user… 

who logs into [Playpen]”



US v. Taylor – NIT Malware

Affidavit:

NIT may cause an activating 

computer – wherever located –

to send to send IP address to a 

government computer 



US v. Taylor - NIT Malware



US v. Taylor – NIT Malware

1. This was a 4th Amendment “search”

2. No exigent circumstances

3. Warrant from Virginia not valid in Alabama

4. Warrant = “Void at issuance”

5. Search is effectively warrantless and 

therefore violated the 4th Amendment



US v. Taylor - NIT Malware



US v. Taylor - NIT Malware



Redacting

PDF Documents

SECTION 6











(See, e.g., Doc. 460 at 5 (After being 

shown documents, Mr. Manafort 

“conceded” that he discussed or may 

have discussed a Ukraine peace plan 

with Mr. Kilimnik on more than one 

occasion); id. at 6 (After being told 

that Mr. Kilimnik had traveled to 

Madrid on the same day that Mr. 

Manafort was in Madrid, Mr. Manafort 

“acknowledged” that he and Mr. 

Kilimnik met while they were both in 

Madrid)). 



Do Not Just Put 

a Black Line or 

Box over the 

Text… because 

the Text is STILL 

THERE





Proper PDF Redactions

1. OCR software can read characters 

blacked out with a Sharpie

2. Some people try to count the spaces to 

guess the words

3. Best: when you are done with the 

document, in Word, replace the text with 

“[REDACTED]” rather than blacking out 

the text



Protect

Yourself

(Take-away steps)



10 WAYS TO PROTECT YOURSELF

1. Know where your data is (data 

map)

2. Back it up routinely

3. Unique Passwords

4. Update / patch operating sys & 

software

5. Anti-Malware software



10 WAYS TO PROTECT YOURSELF

6. Only give employees limited 

access

7. Data retention policy (delete 

what you don’t need!)

8. Consider buying insurance

9. Training

10.Terms and Conditions…



Kuhn’s v. Scottrade (8th Cir. 2017)

- Be careful what you promise in 

contracts

- Contractual obligations to protect 

a consumer’s PII = grounds for a 

lawsuit.
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