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| Want My Baby Hack, Baby Hack, Baby Hack

Notice of Chili's Data Incident: Details Can be Found Here >>
S

)
ég REWARDS ORDER NOW MENU LOCATIONS GIFT CARDS LOG IN

NEWS RELEASES

NOTICE OF UNAUTHORIZED ACCESS TO
CHILI’S® GRILL & BAR GUEST DATA

START ORDER

Dear Valued Guests,

This notice is to make you aware that some Chili’s restaurants have been impacted by a data incident, which may have
resulted in unauthori ccess or acquisition of your payment card data, and to provide you information on steps you can

take to protect yourself and minimize the possibility of misuse of your information.




What is a DATABREACH?

What Is Data Breach?
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DATA BREACH?

Definition: "A data breach is a security
incident in which sensitive, protected or
confidential data is copied, transmitted,
viewed, stolen or used by an individual
unauthorized to do so."

www._hughhewitt.com

Data breach - Wikipedia, the free encyclopedia
https://en.wikipedia.org/wiki/Data_breach Wikipedia

More about Data breach

About this result -« Feedback




Data Breach Litigation

Anatomy of Data Breach Suit
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Litigation

595 South Flagler Drive
M HOpkinS \5/3/2: gc(l)lcr)n Beach, FL 33401

A business advisory and advocacy law firme P 561.472.2121
F 561.472.2122

Direct Dial: 1.561.847-2346
Email: chopkins@mcdonaldhopkins.com

April 3, 2018

VIA EMAIL AND FEDERAL EXPRESS
tax_advisors@att.net

Bad Person, individually

And as president of

Company Committing Data Breach, Inc.
1234 S. Flagler Drive

West Palm Beach Beach, Florida 33401

Re: Injured Parties, on behalf of themselves and
All others similarly situated adv. Bad Person, individually, and
1g Data Breach
CONFIDENTIAL, ONE-TIME SETTLEMENT DEMAND

Dear Bad Person:

Demand Letter
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Anatomy of a Data Breach Suit

- WATCH YOUR LANGUAGE: not a
counsel should confi rm 1t i

- WATCH YOUR LANGUAGE #2: I f
could start the clock on mandatory reporting requirements.

- WATCH THE CLOCK. Most states have data breach
reporting requirements.

- EXPERTS: Let counsel hire forensic experts. That way their
report and communications are (more likely) privileged.



Anatomy of a Data Breach Suit

McDonald Hopkins

- Negligence
- Breach of Fiduciary Duty

- Breach of Contract

- Florida Information Protection Act

- Florida Deceptive and Unfair Trade Practice Act

Al most always a c¢class actioné

See Attias v. Carefirst, Inc. (8™ Cir. 2017)



Anatomy of a Data Breach Suit

McDonald Hopkins

As you are aware, in May 2018, the Injured Party
consulted with you and Your Company for assistance in
[providing a service]. As a professional [whatever],
whether handled directly by you or through Your
Company, it is your sole and exclusive responsibility to
secure and protect their personally identifiable
Information, including but not limited to their name, social
security, date of birth, financial information, and bank 2
account routing and accounts nu®¥oe€r s
Your Company failed that basic duty owed to the Injured

Party and, apparently, to other clients of yours who are
similarly situated.



Anatomy of a Data Breach Suit

McDonald Hopkins

- FTC can sue for Aunfair or KAt

I n or affecting commerce. 0

A Guide for Business

- FTC claims that 1t 1 s nuntf
provide adequate cybersecurity

-1t 1s Adeceptiveo not to f

FTC has sued more than 50 companies for cyber-
negligence. This sets the standard for suits.

See FTC v. Wyndham &
Protecting Personal Information: A Guide for Business



Anatomy of a Data Breach Suit

- Most industries have received warnings from trade
associations, chambers of commerce, and regulators
about industry-specific threats.

- Failure to heed those warnings will be used as
evidence of negligence.

- From a demand letter:

This intrusion occurred due to Bad
inadequate PII protection policies (if any), lack of training, and/or because of
your practice of using unsecured email.

McDonald Hopkins

"Stupid risks

make life

worth

CompanyO0s poor



Anatomy of a Data Breach Suit

McDonald Hopkins

- Be careful with early internal emails and written communications.
Pick up the phone.

- An email to the outside world is an admission. Get counsel
Involved.

- Document. Get screenshots. Logs. Everything since you do not
know if the hackers are going to cover their tracks.

- Do you have protocols? Were they being followed?



Anatomy of a Data Breach Suit

In the

Unitedr States Court of Appeals

For the Seventh Cireuit

No. 17-2408
HEATHER DIEFFENBACH and SUSAN WINSTEAD,

Plaintiffs-Appellants,

0.

BARNES & NOBLE, INC.,

Defendant-Appellee.

Appeal from the United States District Court for the
Northern District of Illinois, Eastern Division.
No. 12 C 8617 — Andrea R. Wood, Judge.

ARGUED DECEMBER 6, 2017 — DECIDED APRIL 11, 2018

MH McDonald Hopkins

Barnes & Noble was itself a victim!

No state laws expressly make merchants liable for failure to
A c r Hdprooétheir point-of-s al es systems. O

The court stated that plaintiffs may have a difficult task showing
an entitlement to collect damages from a fellow victim of the data

thieves.



Anatomy of a Data Breach Suit

McDonald Hopkins

- hCovered entityo must take Areasonahb
protect and secure data in electronic form containing

per sonal Il nf ormation. O
- Provide timely and specific written notification of the [t
breach. make life

- Violation of FIPA is an unfair trade practice.

- No liability under statute i but plaintiffs can use it as a
standard.

- Reporting Is expensive.



Data Breach Litigation

Alleged Damages
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What Are the Damages Plaintiffs Are Claiming?

In the
Unitedr States Court of Appeals
For the Seventh Cireuit

N 1. Temporary loss of funds while waiting for banks to reverse
HEATHER DIEFFENBACH and SUSAN WINSTEAD, unauthorized charges to their accounts.

Plaintiffs-Appellants,

0.

BARNES & NOBLE, INC, 2. Monies spent on credit-monitoring services to protect the
R plaintiffsoé financial interests.

Appeal from the United States District Court for the
Northern District of Illinois, Eastern Division.

No. 12 8617 — Andrea R, Wood, e 3. The value of lost time devoted to acquiring new account numbers
and notifying businesses of these changes.

ARGUED DECEMBER 6, 2017 — DECIDED APRIL 11, 2018




What Are the Damages Plaintiffs Are Claiming?

1. N [ohody doubts that identity theft, should it befall one of these
I

n
plainti ffs, would constitute

2. Lost time (a) communicating with banks, credit card companies,

police; (b) from work; (c) reviewing and protecting their accounts and
identity.

3. Identity Thetft.

4. Future Harm (hasnodot happened
breach. inRre zappos.com Customer Data Security Breach Litigation (9t Cir. March 2018).

5. Attorney Fees and Costs.

a

concrete

/

y et Peoy gt

an

-



Data Breach Litigation

Protecting Companies From Liability
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Protect Your Company From Liability

United States Court of Appeals

Ffor the Eighth Circuit

No. 16-3426
No. 16-3542

- Be careful what you promise in contracts

Matthew Kuhns, Individually and on behalf of all others similarly situated

Plaintiff - Appellant/Cross-Appellee

- Contractualob|l 1 gati ons to prote
e personally identifiable information was enough to make

Defendant - Appellee/Cross-Appellant .
a claim.

Appeals from United States District Court
for the Eastern District of Missouri - St. Louis

Submitted: April 5, 2017
Filed: August 21, 2017
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e-Discovery

U.S. Department of Justice
Civil Division

Marcia Berman

Senior Trial Counsel

Federal Programs Branch

20 Massachusetts Ave., N.W., Room 7132
Washington, D.C

(202) 514-2205

Washington, DC 20530

VIA E-MAIL

Michael Bekesha

Judicial Watch, Inc.

425 Third Street, SW

Suite 800

Washington, DC 20024

(202) 646-5172

Email: mbekesha@judicialwatch.org

Re:  Judicial Watch, Inc. v. DoD, et al, Case Nos. 11890 (D.D.C.),
12-5137 (D.C. Cir.)

Dear Michael:

1 am writing to let you know that the CIA recently located seven additional images of
Osama Bin Laden’s body from the May 1, 2011 operation that resulted in his death. Had they
been located previously, these records would have been responsive to your FOIA request.

These additional images were not located during the CIA’s search for responsive recordg
in this case. However, these images of Bin Laden’s corpse are of the same nature as the
materials the CIA previously identified and discussed in the declaration of the Directol
CIA’s National Clandestine Service, John Bennett, and would have been withheld in full for the
same reasons discussed in Mr. Bennett’s declaration. In fact, Mr. Bennett has personally
reviewed these seven additional images and confirmed that they continue to be properly
classified for the reasons set forth in his declaration.

Given the similar nature of these additional images, the fact that they would have been
withheld in full for the same reasons as the other records, and the fact that Judicial Watch did not
challenge the CIA’s search, we do not believe the discovery of these additional images is
relevant to the appeal currently pending before the I Circuit, The CIA, however, will apply




ESI & e-Discovery

» I @ Backup Email
Storage Email Server

(Blackberry Treos)

Memory Stick/Flash Card
Zip Drive

@iqu

Home Computer Deleted Files
Archived Files Temporary Files

MH McDonald Hopkins

A BEFORE litigation or e-discovery,
companies should have a chart where
they store data

A This is an IT and LEGAL department
ISsue

A DO YOU HAVE ONE?



ESI & e-Discovery

A DO YOU HAVE A CLAIM AGAINST SOMEONE
ELSE?

A Notice to (potential) opposing party to preserve
necessary evidence and information.

A Typically tells the other side to stop any sort of
auto-d el et e per the company
(e.g., think GDPR compliance).

A Could be a setup for spoliation claim.



