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Lawyer, mediator, and arbitrator.  

Christopher’s practice involves a wide range of emerging 

technologies including cyber security, internet crimes, policy 

drafting, privacy, and social media discovery. 
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Social Media & e-Discovery

Sounded cool… maybe a few years ago 
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Hip… maybe a few years ago 
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Social Media & e-Discovery

I was recently served with this request…

Thanks for the reference but… you’re 6 years too late
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Thanks for the reference but… you’re 6 years too late
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ESI and Social Media Discovery

Are Not Forms Use Can Use Forever
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April 2013



McDonald Hopkins

Social Media & e-Discovery

(Still) Ten Steps to Obtain Facebook

Discovery in Florida… from 2015
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What about since 2015?
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Social Media & e-Discovery

So what are the current discovery 

requests??



McDonald Hopkins

Social Media & e-Discovery

We get to discuss after lunch!
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Social Media & e-Discovery

Facebook

• Gold mine!

• Likely do not need to go 

further

• … but ask about blogs, 

channels, chat groups, etc
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ESI & e-Discovery

Twitter

• ALSO gold mine!

• … but look for those “finsta” 

Twitter accounts (to mix and 

match phrases)
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Social Media & e-Discovery

Linkedin

• Rarely a gold mine!

• Can be boring but who 

knows

• … good general background
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Social Media & e-Discovery

Instagram

• Could be a gold mine

• No case law

• STOP: follow @oliver.pug
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Social Media & e-Discovery

FINstagram

• Not a new concept

• It hit USAToday in 2017
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Social Media & e-Discovery

Snapchat

• Could be a gold mine but 

hard to preserve

• BTW, if I image your phone, I 

can see your snaps…
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Social Media & e-Discovery

Pinterest

• Not likely a gold mine

• No case law
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Social Media & e-Discovery

Google Plus

• Outdated?

• Easy to search

• Likely only for nerd-crowd
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Tumblr

• No case law

• Likely only for nerd-crowd
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Social Media & e-Discovery

Tinder

• Dating website

• Not seen any case revealing 

this info
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Social Media & e-Discovery

Grindr

• Dating website

• Not seen any case revealing 

this info
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Other Sites 

• Flickr

• Reddit

• Whatsapp

• Quora

• MeetUp
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Preserving Evidence / ESI

Electronically Stored Information 

(ESI) [noun]

• Information created, modified, transmitted via 

software and hardware.  “Stuff on a computer”

• Emails, IM/Texts, Word, Photos, Excel, Video…

• Hard drive – little “platter” in your PC or laptop

• Phone – solid state drive (SSD)

• Server – “serves” the “client” (your device).

• Cloud – server based somewhere else (vs local)
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Preserving Evidence / ESI

E-Discovery [noun]

• Discovery of information in an electronic format (ESI)

• Federal Rules revised in 2006 EDRM

• Identify.  

• Preserve.  

• Collect.  

• Review.  

• Produce



McDonald HopkinsFlorida E-Discovery Rules
Effective September 1, 2012

Case Management Rule 1.200

* Court can make advanced ruling on admissibility; facilitate agreement on scope, form, limits

* Federal rule requires “meet & confer”  FL only requires meeting in complex cases

Scope and Limits  Rule 1.280

ESI is discoverable but with limits similar to Fed Rule 26

ESI “not reasonably accessible” is not discoverable absent good cause

Costs can be shifted

Proportionality and Reasonableness factors 

Request for Production Rule 1.350

Requesting party can specify file format

Subpoenas  Rule 1.410

Respondent may object to form or not reasonably accessible

Can be ordered for good cause

Costs can be shifted

Respondent must produce in ordinary or reasonably usable form

FRCP 45 has sanction for subpoenas which are burdensome

Sanctions  Rule 1.380

No sanctions, absent exceptional circumstances, for failing to produce EHI as a result of “routine, 

good-faith operation of an electronic information system.”
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Preserving Evidence / ESI

Even the CIA Makes Mistakes

…let you know that the CIA recently located 7 

additional images of OBL’s body… Had they 

been located previously, these records would 

have been responsive to your FOIA request…

…we do not believe the discovery of these 

additional images is relevant to the appeal 

pending currently before the D.C. Circuit.
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Preserving Evidence / ESI

Proportionality

• Rule 1.280 & FRCP 26

• Reasonably accessible?

• Cost shifting

• A mediator or special master may help 

focus need & cost issues
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Standing ESI Order

• Some judges are creating standard 

orders setting out how to handle e-

Discovery

• ASK your parties if there is a judge- or 

jurisdiction-specific ESI order… just 

as you would ask if they are set for 

trial.

• Or if you can give them one.
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Preserving Evidence / ESI

Data Map

• BEFORE litigation or e-discovery, 

companies should have a chart where 

they store data

• This is an IT and LEGAL department 

issue

• TIP: ask your litigants if they have a 

data map.
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Preserving Evidence / ESI

Preservation Demand Letter

• Notice to (potential) opposing party to preserve 

necessary evidence and information.

• Typically tells the other side to stop any sort of 

auto-delete per the company’s deletion policy 

(e.g., think GDPR compliance).

• Could be a setup for spoliation claim.
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Preserving Evidence / ESI

Litigation (or Legal) Hold

• Notification sent by a company’s legal 

team (typically) to employees and 

other departments with instructions 

not to delete or destroy documents

• BEFORE there is a case

• Can be in response to a Preservation 

Demand or on its own

• This is an INTERNAL process



Preserving Evidence / ESI

Litigation Hold / Preservation Demand Letters

• Keep these up-to-date 

• Compare your form to others when you receive 

them

• If you are in suit, or anticipate a certain venue, 

comply with local rules

• Make sure you understand your own form
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Social Media Discovery

Download this PPT:

InternetLawCommentary.com
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DO NOT USE 

- OUTDATED
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Essential Cases
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Social Media Discovery

Mario Alvarez v. Cooper Tire & Rubber Co.

75 So.3d 789 (Fla 4th DCA 2011)

Dec 2010 opinion vs. Nov 2011 opinion:

• 2010: Florida has “a strong policy to allow 

parties to do some fishing to learn what possible 

trial evidence may actually be out there.”

• 2011: [no reference to “fishing”]  “…the cost and 

burden of civil litigation will imperil its very 

existence.”
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Social Media Discovery

Beswick v. Northwest Medical Center, Inc.

2011 WL 70005038 (Fla. 17th Cir. Ct. Nov. 3, 2011)

• All FB content: “clearly relevant” and “narrow in scope 

as they include a time limitation of five years.”

• Note – issued three weeks before Alvarez
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Social Media Discovery

Davenport v. State Farm Mutual

2012 WL 555759 (M.D. Fla. Feb 21, 2012)

Request for Production

All photographs posted, uploaded, or otherwise

added to any social networking sites or blogs,

including but not limited to Facebook.com,

Myspace.com, Twitter.com, or any similar websites

posted since the date of the accident alleged in

the Complaint. This includes photographs posted

by others in which Chelsea Davenport has been

tagged or otherwise identified therein.
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Social Media Discovery

Davenport v. State Farm Mutual

2012 WL 555759 (M.D. Fla. Feb 21, 2012)

Ordered to Produce:

“produce any photographs depicting [plaintiff],

taken since the date of the subject accident, and

posted to [social media], regardless of who posted

them.”
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Social Media Discovery

Levine v Culligan of Florida, Inc.

2013 WL 1100404 (Fla. 15th Cir. Ct. Jan. 29, 2013)

• D sought full access since evidence “may” exist on 

her social media accounts.

• D had not come forward with evidence to show 

“some reason to believe that the private portion of 

a profile contains information relevant to the case.”
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Social Media Discovery

Est of Salvato v. Miley

2013 WL 2712206 (M.D. Fla. June 11, 2013)

• Requests outside the scope of discovery absent 

a “threshold showing that the information is 

reasonably calculated to lead to the discovery of 

admissible evidence.”

• Order lists a number of the discovery requests; 

alone, some version of these requests might be 

OK.
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Social Media Discovery

Est of Salvato v. Miley

2013 WL 2712206 (M.D. Fla. June 11, 2013)

Interrogatory 12

Please identify whether you had any social media accounts

and/or profiles including, but not limited to, Facebook,

Twitter, MySpace, you have had at any time from July 5,

2012–February 1, 2013.

For each account, please provide the name and/or username

associated with the profile and/or social media account, the type of

social media account (e.g.—Facebook, Twitter, etc.), the email

address associated with the social media account, the dates you've

maintained the account, and/or whether the account is still active.
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Root v. Balfour Beatty Const. LLC

132 So.2d 867 (Fla. 2d DCA 2014)

• Sought full access to Facebook account

• Distinguishable: 

• “mother/next friend” was not a witness 

• scope of requests did not relate to counts 

/ defenses.

• Plaintiffs will cite language; Defendants 

emphasize outlying nature of facts
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Social Media Discovery

Est of Antico v. Sindt Trucking, Inc.

148 So.3d 163 (Fla. 1st DCA 2014)

• Defendant sought phone and FB content

• NOT IN OPINION = FB implicated because 

relatives later posted, “don’t text and drive.”

• Arguably not a “social media” case but same 

analysis.  See also Restrepo v. Carrera, 3d DCA 

(April 13, 2016).
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Social Media Discovery

Nucci v. Target Corp.

162 So.3d 146 (Fla. 4th DCA 2015)

• Defendant sought phone and FB content

• NOT IN OPINION = FB implicated because 

relatives later posted, “don’t text and drive.”

• Arguably not a “social media” case but same 

analysis
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Social Media Discovery

Hogwood v. Palms West

(Fla. 15th Cir. Ct. Aug 12, 2015)

• Judge Sasser (Levine) applies Nucci & Root

• Granted in part, denied in part
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Social Media Discovery

Hogwood v. Palms West

(Fla. 15th Cir. Ct. Aug 12, 2015)

Interrogatory

With respect to each social media website which Plaintiff has 

used or maintained an account from one year prior to the 

incident that is the basis for the subject lawsuit to the 

present, please provide Plaintiff’s user name and password. 

Alternatively, pursuant to Rule 1.340(c), Fla. R. Civ. P., 

please provide a copy of all content/data shared on each 

account during the one year prior to the incident that is the 

basis for the subject lawsuit to the present. 
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Social Media Discovery

Hogwood v. Palms West

(Fla. 15th Cir. Ct. Aug 12, 2015)

Request for Production

Please provide the content of each and every 

social media website, utilized by the Plaintiff, Vicki 

Hogwood, for the one year period prior to the 

incident which is the subject matter of this litigation 

to the present. For clarification, this would include, 

but not be limited to, Facebook, Twitter, Instagram, 

LinkedIn, XboxLive, Foursquare, Gowalia, 

Myspace, and Windows Live Spaces, and dating 

websites. 
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Social Media Discovery

Hogwood v. Palms West

(Fla. 15th Cir. Ct. Aug 12, 2015)

Application of Nucci:

“Patient’s objections must be overruled to the 

extent they seek to prevent disclosure of 

photographs from her Facebook page. As in 

Nucci, Patient has placed her long-term health at 

issue in this action. Therefore, photographs of her 

daily life before and after the incident leading to 

this litigation are exceedingly relevant.”
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Social Media Discovery

Hogwood v. Palms West

(Fla. 15th Cir. Ct. Aug 12, 2015)

Application of Root:

“Defendants here seek discovery of “all 

content/data shared” on Patient’s Facebook 

account. Such a request implicates the concerns 

raised in Root and would be the equivalent of the 

proverbial impermissible “fishing expedition”. 
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Case Is Pending in Second District Court of Appeals
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Case Is Pending in Second District Court of Appeals
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Meta Data Made Simple

Metadata [noun]

• Data about data / “meta” (self-referential, conscious of self)

• Descriptive, structure, administrative

• Word doc – who created, modified, what changed?

• Image – GPS, device, etc

• Generally used to authenticate, time-stamp, or 

find people who “touched” the data

• This is why people want “native” format



McDonald Hopkins

Meta Data Made Simple

Native format [noun]

• file that is maintained in its original format

• Example: you created a document in WORD, but you 

e-mailed it as a PDF.  Which is the Native format?

• Look for the step of converting to a “foreign” format

• In production, ESI is often converted to PDF or TIFF 

formats

• Native preserves the original metadata



McDonald Hopkins

Meta Data Made Simple

PST file [noun]

• Personal Storage Table

• This is an example of (most common) ESI

• Microsoft email and calendar files

• Export all emails / calendar events into a file

• Native format.  Searchable.  Has metadata
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Meta Data Made Simple
Example:

Warrant in Las Vegas 

Shooter Case

Litigants can / should learn from law enforcement how 

to phrase their e-discovery requests
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ESI & e-Discovery

Warrant in Las Vegas Shooter Case

ESI

which the 

Government 

sought from 

Microsoft 

(email account 

provider)
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Warrant in Las Vegas Shooter Case

Metadata

which the 

Government 

sought from 

Microsoft 

(email account 

provider)
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iPhone Apps:

Photo & Video 

Metadata



Metapho (iPhone)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Metapho

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Photo Investigator (iPhone)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Photo Investigator

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Stop Saving GPS Data to iPhone Photos

Settings →

General →

Privacy →

Location Services →

Camera → NEVER.

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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Windows

Photo & Video 

Metadata



Irfan Viewer (Windows)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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General

Metadata



Get-Metadata.com (website)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Get-Metadata.com (website)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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Adobe Acrobat PDF

Metadata



PDF Metadata (Adobe Reader DC)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


PDF Metadata (Adobe Reader DC)

Select “Properties”

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


PDF Metadata (Adobe Reader DC)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


PDF Metadata (Adobe Reader DC)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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Microsoft Word 2016

Metadata



Microsoft Word 2016 Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Word 2016 Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Word 2016 Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Word 2016 Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Word 2016 Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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Microsoft Outlook PST

Metadata



Microsoft Outlook Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Outlook Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Outlook Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Outlook Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Outlook Metadata

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Microsoft Outlook Metadata

Copy and 

paste into 

blank Word 

document to 

examine

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


PDF Metadata Viewer (Windows)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt


Kernal Outlook PST Viewer (Windows)

http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt
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