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Are Getting Hacked

Techuology Conmer

Nine Ways That Companies Are Getting Hacked

by Christopher B. Hopkins

The conventional wisdom regarding data
breach and identity theft is that it is not if you
will be hacked but when. Recent breaches
such as Ashley Madison, OPM, Michaels,
and Target have led to over 100 million

people with potentially compromised credit card and personal
information. How is this happening?

Many law firms are jumping on the cyber security
bandwagon as they proclaim experience assisting with data
breach management. But few lawyers understand how these
hacks are being accomplished. Even if you and your client rely
on competent IT professionals (as you should), it is important
to possess a survey knowledge of how hacks and data breaches
occur. This article provides a brief introduction to intrusion and
disruption techniques.

Physical Access: You can probably name a few infamous
hackers such as Snowden, Manning, and Anonymous. But what
is the name of the cleaning service company which enters your
office every night? Hacking is not just virtual. Physical access —
where a hacker gets direct access to your computer — remains the
most convenient way to steal data. These are often “inside jobs.”
This includes installing keyloggers (devices which record your
keystrokes) which function like credit card skimmers on ATMs
and gas pumps.

Brute Force: In the 1983 thriller WarGames, young
Matthew Broderick sets up his modem to dial every phone
number in Sunnyvale, California hoping to find a way to access
a game developer’s system. Instead, he hits upon WOPAR, a
government supercomputer. Broderick’s dauntless “war dialing”
is a form of brute force attack where a hacker repeatedly tries
combinations to hack passwords or otherwise obtain access to an
account.

Reverse Brute Force: Instead of testing a number of
passwords on one account, “reverse’” brute force involves testing

language called SQL (pronounced “sequel” or alternatively S-Q-
L). By re-sending the special character and then a string of code,
hackers can learn which databases exist behind the website.
After that, they can again send the special character as well as
an SQL command to “list tables.” From there, a script can be
set up to extract data from all revealed databases. Frighteningly,
this can all be accomplished from the username and password
screen. Recent examples reportedly include 7-11, Sony, and
Johns Hopkins.

Malware / worms: Malware is a secret code which a user
unknowingly downloads and installs which, in turn, begins
spying or causing damage. Malware can be as simple as code
which quietly runs a script after a user clicks a link or it can be
more widespread, such as when malware is furtively “baked”
into commercial software. Recent examples reportedly include
Staples, Sony (recall the film, The Interview) and the Stuxnet
attack which plagued nuclear reactors in Iran.

Phishing: A hacker may fool users into thinking that a
fake website is real so that the hacker can steal usernames,
passwords, and other information. The unwitting user typically
hits a link upon receiving an email which insists that “you must
change your password.” This tricks the person into interacting
with a fake version of a bank, social media, or shopping website.
The fake website may also inject malware which further exploits
the user’s mistake. The “celeb-gate” incident in 2014, where

nude celebrity cell phone images were spread across the internet,

was caused by a widespread phishing scam.

Distributed Denial of Service: If you try to log into an
account several times, at some point, the system will lock
you out. Imagine now that hackers bombard a website with
thousands of login attempts which intentionally fail and, at
some point, overload the website which prevents everyone
from access. That is a denial of service attack. Hackers then
use multiple IP addresses to avoid being blocked (that’s
the “distributed” part of the hack). At a higher level, more
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| Want My Baby Hack, Baby Hack, Baby Hack

Notice of Chili's Data Incident: Details Can be Found Here >>
S

)
ég REWARDS ORDER NOW MENU LOCATIONS GIFT CARDS LOG IN

NEWS RELEASES

NOTICE OF UNAUTHORIZED ACCESS TO
CHILI’S® GRILL & BAR GUEST DATA

START ORDER

Dear Valued Guests,

This notice is to make you aware that some Chili’s restaurants have been impacted by a data incident, which may have
resulted in unauthori ccess or acquisition of your payment card data, and to provide you information on steps you can

take to protect yourself and minimize the possibility of misuse of your information.
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595 South Flagler Drive
M HOpkinS \5/3/2: gc(l)lcr)n Beach, FL 33401

A business advisory and advocacy law firme P 561.472.2121
F 561.472.2122

Direct Dial: 1.561.847-2346
Email: chopkins@mcdonaldhopkins.com

April 3, 2018

VIA EMAIL AND FEDERAL EXPRESS
tax_advisors@att.net

Bad Person, individually

And as president of

Company Committing Data Breach, Inc.
1234 S. Flagler Drive

West Palm Beach Beach, Florida 33401

Re: Injured Parties, on behalf of themselves and
All others similarly situated adv. Bad Person, individually, and
1g Data Breach
CONFIDENTIAL, ONE-TIME SETTLEMENT DEMAND

Dear Bad Person:

Demand Letter
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- The IT Department should not call it a “data breach.” Only
counsel should confirm it is a breach. Call it an “incident.”

- Waitch the clock. Most states have data breach reporting
requirements.

- Watch your language! If you call it a “breach,” that could start the
clock on mandatory reporting requirements.

- Let counsel hire forensic experts. That way their report is
privileged and all communications are privileged.



Anatomy of a Data Breach Suit
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- Negligence
- Breach of Fiduciary Duty

- Breach of Contract

- Violation of Florida Information Protection Act
- Violation of Florida Deceptive and Unfair Trade Practice Act

- Almost always a class action...

See Attias v. Carefirst, Inc. (8" Cir. 2017)
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Anatomy of a Data Breach Suit

As you are aware, in May 2018, the Injured Party
consulted with you and Your Company for assistance in
[providing a service]. As a professional [whatever],

whether handled directly by you or through Your

. . . CLAIM
Company, it is your sole and exclusive responsibility to
secure and protect their personally identifiable

Information, including but not limited to their name, social
security, date of birth, financial information, and bank
account routing and accounts numbers (“PII”). You and
Your Company failed that basic duty owed to the Injured

Party and, apparently, to other clients of yours who are
similarly situated.

-
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- FTC can sue for “unfair or deceptive acts or practices B it

In or affecting commerce.”

Anatomy of a Data Breach Suit

A Guide for Business

- FTC claims that it is “unfair” for companies not to
provide adequate cybersecurity

- Itis “deceptive” not to follow your own policies

- FTC has sued more than 50 companies for cyber-
negligence. This sets the standard for suits.

See FTC v. Wyndham &
Protecting Personal Information: A Guide for Business
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Anatomy of a Data Breach Suit

- Most industries have received warnings from trade
associations, chambers of commerce, and regulators
about industry-specific threats.

: : : "Stupid risks

- Failure to heed those warnings will be used as

evidence of negligence. make life

worth

- From a demand letter:

This intrusion occurred due to Bad Company’s poor security protocols,
inadequate PII protection policies (if any), lack of training, and/or because of
your practice of using unsecured email.
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- Be careful with early internal emails and written communications.
Pick up the phone.

- An email to the outside world is an admission. Get counsel
Involved.

- Document. Get screenshots. Logs. Everything since you do not
know if the hackers are going to cover their tracks.

- Do you have protocols? Were they being followed?
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Anatomy of a Data Breach Suit

In the
Unitedr States Court of Appeals
For the Seventh Cireuit

Barnes & Noble was itself a victim!

No. 17-2408
HEATHER DIEFFENBACH and SUSAN WINSTEAD,

e Al - No state laws expressly make merchants liable for failure to
“crime-proof their point-of-sales systems.”

0.

BARNES & NOBLE, INC.,
Defendant-Appellee.

P —— - The court stated that plaintiffs may have a difficult task showing
Northern District of Illinois, Eastern Division. . . .
No. 12 8617 — Andrea R, Wood, e an entitlement to collect damages from a fellow victim of the data
thieves.

ARGUED DECEMBER 6, 2017 — DECIDED APRIL 11, 2018
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- “Covered entity” must take “reasonable measures to
protect and secure data in electronic form contalnlng
personal information.”

"Stupid risks

- Provide timely and specific written notification of the
oreach. make life

- Violation of FIPA is an unfair trade practice.

- No liability under statute — but Plaintiffs can use it as
a standard.

- Reporting Is expensive.



Data Breach Litigation

Alleged Damages



What Are the Damages Plaintiffs Are Claiming?

In the
Unitedr States Court of Appeals
For the Seventh Cireuit

No. 17-2408
HEATHER DIEFFENBACH and SUSAN WINSTEAD,

Plaintiffs-Appellants,

0.

BARNES & NOBLE, INC.,

Defendant-Appellee.

Appeal from the United States District Court for the
Northern District of Illinois, Eastern Division.
No. 12 C 8617 — Andrea R. Wood, Judge.

ARGUED DECEMBER 6, 2017 — DECIDED APRIL 11, 2018

MH McDonald Hopkins

1. Temporary loss of funds while waiting for banks to reverse
unauthorized charges to their accounts.

2. Monies spent on credit-monitoring services to protect the
plaintiffs’ financial interests.

3. The value of lost time devoted to acquiring new account numbers
and notifying businesses of these changes.



What Are the Damages Plaintiffs Are Claiming?

1. “[n]Jobody doubts that identity theft, should it befall one of these
plaintiffs, would constitute a concrete and particularized injury.”

2. Lost time (a) communicating with banks, credit card companies,
police; (b) from work; (c) reviewing and protecting their accounts and
identity.

3. Identity Thetft.

/

4. Future Harm (hasn’t happened yet) but is “fairly traceable” to this
breach. inRre zappos.com Customer Data Security Breach Litigation (9t Cir. March 2018).

5. Attorney Fees and Costs.
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Protecting Companies From Liability
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Protect Your Company From Liability

United States Court of Appeals

Ffor the Eighth Circuit

No. 16-3426
No. 16-3542

- Be careful what you promise in contracts

Matthew Kuhns, Individually and on behalf of all others similarly situated

Plaintiff - Appellant/Cross-Appellee

- Contractual obligations to protect a consumer’s
o e G personally identifiable information was enough to make

Defendant - Appellee/Cross-Appellant .
a claim.

Appeals from United States District Court
for the Eastern District of Missouri - St. Louis

Submitted: April 5, 2017
Filed: August 21, 2017
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Protect Your Company From Liability

- IS your company over-promising on its website (e.g., “we are
professionals devoted to the needs of individuals and businesses...
we put ‘service’ back into ‘full-service™)

- Are you over-promising your security measures in Privacy Policies
and Terms and Conditions?

- Did you just copy your Privacy Policies and T&C from
somewhere? Or leave up to website designer?

- Training on risks, especially those targeting your specific industry.
- Have up-to-date policies. Train.

- Consider encryption. Deletion policies. GDPR compliance.
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